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Introduction 
 

Financial services organizations face growing complexities in business, technology, 
information and supply-chain interdependencies. Furthermore, the risk management 
landscape creates ongoing challenges around effectively monitoring, assessing and 
responding to traditional and evolving threats. Taking a holistic and enterprise risk-based 
approach towards defining and identifying threats is essential towards enhancing existing 
frameworks for incident response and continuity planning. 

 
Top-of-Mind  Risks  for Organizations 

 
Risk issues being discussed in the Boardroom and C-Suite 

 
According to a survey of board members and C-suite executives conducted by North 
Carolina State University’s Enterprise Risk Management (ERM) Initiative and Protiviti, 
the following is a list of the top ten risk issues identified as likely having a “significant 

impact” on their organization in 2016.1 Ensuring an effective incident response is 
important to any organization for at least four of the highlighted risks below. 

 
1)  Regulatory Changes and Scrutiny 

 
2)  Economic Conditions 

 
3) Cyber Threats 

 
4) Privacy/identity Management and Information Security 

 
5) Succession Challenges and Ability to Attract and Retain Top Talent 

 
6) Rapid Speed of Disruptive Innovations and New Technologies 

 
7) Volatility in Global Financial Markets and Currencies 

 
8) Resistance to Change Operations 

 
9) Sustaining Customer Loyalty and Retention 

 
10)Organization’s Culture May Not Encourage Timely Identification and 

Escalation of Risk Issues 
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Top Ten Operational Risks Facing Financial Services 
 

In January 2016, Incisive Media’s website, Risk.net, published an article on the top 10 

operational risks to be faced by financial services firms this year.2 The article was the 
result of interviews conducted with chief risk officers, heads of operational risk and other 
operational risk professionals at banks, insurance companies and asset managers. 
Ensuring an effective incident response is important to at least five of the highlighted 
risks below. 

 
1) Cyber Risk 

 
2) Conduct Risk (e.g. Employee Fraud) 

 
3) Regulation 

 
4) Anti-Money Laundering (AML), Counter-Terrorism Financing (CTF) and Sanctions 

Compliance 
 

5) Organizational Change 
 

6)  Outsourcing 
 

7)  Recruitment and Retention 
 

8) IT Failure 
 

9) Terrorism 
 

10) Regulator Fines 

 
Cybersecurity Incidents and Data Breaches 

 
Cybersecurity incidents include distributed denial-of-service (DDoS) attacks, system 
compromises without data loss and other incidents where data loss was unknown. Data 
breaches are incidents in which personal identifying information (PII) or protected health 
information (PHI) is exposed. Examples include Social Security numbers, credit/ debit 
card numbers, email/ password/ user names and medical records. 

 
Well publicized reports of cybersecurity incidents and data breaches for 2015 by Verizon 
and the Identity Theft Resource Center (idtheftcenter.org) provide sobering statistics 
which substantiate the top ranking for cyber risks, data privacy, identity management and 
information security. 
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The following figures are from Verizon’s annual data breach investigations report for 
2015, which involved the contributions of 70 organizations across multiple industries 
from 61 countries: $400 million in estimated financial losses, 79,790 cybersecurity 

incidents and 2,122 confirmed data breaches.3 

 
In 2015, the Identify Theft Resource Center reported the U.S. had a total of 781 data 
breaches across multiple industries.4 As of May 24, 2016, a total of 420 data breaches 
have already been reported year-to-date.5

 

 
Examples of Publicized Disruptive Events 

 
Hack of Sony Pictures 

 
One of the most publicized and disruptive events to impact an entire organization was 
the cyber-attack of Sony Pictures’ network in November and December of 2014. 
According to the FBI, North Korea had unleashed hackers on Sony in presumed 
retaliation for the disrespectful treatment of its leader, Kim Jong-un, in the comedy film, 

The Interview.6 The hack resulted in a data breach of 47,000 records containing 
confidential employment and salary records, documents and embarrassing emails 
between Hollywood studio executives and celebrities. In addition, there were massive 
internal system failures (e.g., PCs, servers, voicemail were inoperable) impacting Sony’s 
7,000 employees who keep the studio running.7

 

 
Bloomberg Terminal Outage8

 

 
On April 17, 2015, Bloomberg’s professional market data service experienced a global 
network related hardware problem. Due to the unusual type of hardware failure 
combined with the high pricing volume between senders and receivers, a “retransmission 
storm” overwhelmed Bloomberg’s application servers. The outage prevented clients from 
accessing the service and prolonged a U.K. Treasury auction of £3 billion in sovereign 
debt. Services were restored to most users within two hours. 

 
New York Stock Exchange (NYSE) Outage9

 

 
At 11:32 AM (EDT) on July 8, 2015, trading was suspended on the NYSE for three hours 
and 38 minutes due to problems associated with a planned software update. Despite the 
outage on the exchange floor, trading in NYSE-listed securities continued on alternate 
trading venues. Approximately 20% of trading in NYSE stocks actually occurs on the 
exchange floor; the remaining 80% occurs on eleven other equities exchanges (e.g., 
BATS Global Markets, NASDAQ, NYSE ARCA) and approximately forty private trading 
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venues or so called “dark pools.” By 3:10 PM (EDT), the NYSE resumed trading in time 
for the normal daily close of 4:00 PM (EDT). While there was no material impact 
reported, the event prompted many financial services firms to revisit their existing or 
develop new incident response and operational contingency plans in the event of an 
unexpected NYSE market closure. 

 
SunGard Financial’s Fund Accounting System Glitch Causes Pricing Data 
Corruption Problem for Bank of New York (BNY) Mellon and its Clients10

 

 
SunGard Financial Systems (now known as FIS) hosts the InvestOne fund accounting 
and reporting system for BNY Mellon and its clients. On August 22, 2015, a new 
operating system installed by SunGard to BNY Mellon’s InvestOne primary and backup 
environments resulted in the possible mispricing of net asset values (NAVs) for over one 
thousand mutual funds and exchange-traded funds valued at over $400 billion. The 
cascading impact resulted in a week long crisis with countless industry staff scrambling 
to identify and resolve pricing discrepancies. 

 
Ongoing Challenges for Effective Incident Response 

 
There is increasing pressure on preparedness efforts across financial services 
organizations. In addition to the evolving threat landscape of business disruptions 
resulting from cyber-attacks and external IT system failures, the financial services 
industry faces the ongoing challenges of operational complexity and increasing 
regulatory scrutiny for effective incident response. 

 
Operational Complexity in Financial Services 

 
On January 21, 2015, Forbes magazine published an article titled Financial Services Is 

Drowning In Its Own Complexity.11 The Forbes article referenced a report published by 
Oliver Wyman, a Marsh & McLellan Company, titled Managing Complexity – The State of 

The Financial Services Industry 2015.12 The following quotes from the Forbes article 
encapsulate the issue: 

 
 “Banks and insurers are simply drowning in their own complexity…” 

 
 “There have been multiple drivers of such complexity, including regulation, 

multichannel customer interaction, fragmented systems, product proliferation and 
geographic expansion.” 

 

 “The banking sector has long suffered from the drag of legacy systems and siloed 
decision making across different parts of its business.” 
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The following illustration depicts the growing complexities within financial institutions in 
terms of business, technology, information and supply-chain interdependencies. 

 

 
 Starting at the core, business processes are dependent on systems which in 

turn contain or depend on data / information. 
 

 Moving to the concentric circle, there are ongoing requirements for financial 
services firms to maintain complex service levels with customers, internally 
amongst inter-company affiliates and externally with third party providers. 

 

 Furthermore, these firms must comply with international rules and regulations 
as well as meet legal and other obligations. 

 

 Finally, the corner images convey the following (from top left moving 
clockwise): 

 
o Need to minimize downtime and maintain 24 hours by 7-day system 

and/or service availability (e.g., ATMs, credit/debit card networks); 
 

o Need to maintain and improve overall operational efficiency in terms of 
people, process and technology; 

 
o Need to maintain and improve enterprise security (both physical and 

electronic); 
 

o Need to maintain or increase global reach and presence in terms of 
scope of operations and/or servicing institutional clients and retail 
customers. 



WWW.EVERBRIDGE.COM 

 

 

 

Increasing Financial Regulatory Expectations 
 

U.S. and international financial regulators have continued to raise the bar for financial 
institutions in terms of overall enterprise resiliency, preparedness, incident response and 
continuity planning. Prompt notification by a financial institution experiencing a significant 
disruptive event along with reporting known causes and impacts is often expected and/or 
required. Notable examples for the U.S. and Singapore are summarized below. 

 
Federal Financial Institutions Examination Council (FFIEC) 

 
In February 2015, the Federal Financial Institutions Examination Council (ffiec.gov) 

published its updated Business Continuity Planning (BCP) booklet.13  Although the 
booklet continues to emphasize a financial institution's management and board are 
responsible for the oversight and assurance of continuing operations in a timely manner, 
the most notable update to the booklet was the addition of Appendix J: Strengthening the 

Resilience of Outsourced Providers.14 Appendix J emphasizes business continuity 
planning is not limited to internal operations within a financial institution, but rather 
extends to all outsourced and supplier relationships as well. When using third-party 
service providers, management should ensure adequate business resiliency through the 
following four key elements of the BCP process: 

 
1) Third-Party Management, which involves due diligence procedures, contracts, 

ongoing monitoring, and strategic, integrative considerations with third-party 
servicers and their subcontractors; 

 

2) Third-Party Capacity, which considers third party providers’ abilities to restore and 
resume essential services to multiple financial services clients under adverse 
scenarios, and planning for possible alternative providers; 

 

3) Testing with Third-Party TSPs, which involves validation of BCPs and testing 
considerations with third-party service providers, including review of test results 
and remediation of any observed weaknesses; and 

 

4) Cyber Resilience, which involves identification and mitigation of cyber threats to 
data and operational infrastructure, as well as effective incident response 
procedures to cyber-attacks. 
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Securities & Exchange Commission (SEC) Regulation Systems Compliance and 
Integrity (Regulation SCI)15

 

 
The U.S. Securities and Exchange Commission (sec.gov) adopted new rules known as 
Regulation Systems Compliance and Integrity (Regulation SCI) in November 2014 to 
strengthen the technology infrastructure of the U.S. securities markets. Specifically, the 
rules are designed to reduce the occurrence of systems issues, improve resiliency when 
systems problems occur and enhance the SEC’s oversight and enforcement of securities 
market technology infrastructure. Regulation SCI applies to "SCI entities," a term which 
includes: 

 
 Self-regulatory organizations ("SROs"), including stock and options exchanges, 

registered clearing agencies, Financial Industry Regulatory Authority (FINRA) and 
the Municipal Securities Rulemaking Board (MSRB), 

 

 Alternative trading systems ("ATSs"), that trade National Market System (NMS) 
and non-NMS stocks exceeding specified volume thresholds, 

 

 Disseminators of consolidated market data ("plan processors"), and 
 

 Exempt clearing agencies. 

 
Regulation SCI exemptions include securities futures exchanges, the National Futures 
Association (NFA) or ATSs that exclusively trade municipal or corporate debt. 

 
Regulation SCI Rule 1002 covers incident management of “SCI events” such as system 
disruptions and security intrusions. The rule requires immediate notification of impacting 
events and ongoing updates to the SEC for unresolved events. 

 
Monetary Authority of Singapore (MAS)16

 

 
As of July 2014, the Monetary Authority of Singapore (mas.gov.sg) requires banks, 
insurance companies and credit card providers in Singapore to notify it within one hour of 
discovering a system malfunction or IT security incident which has severe and 
widespread impact on its operations or materially impacts the financial institution’s 
customers regardless of when the malfunction or incident occurred. The financial 
institution’s incident report submitted to the MAS must contain a description of what 
happened in the incident, when and how it happened, where it happened and what the 
impact of it was. Firms are also required to report what actions were taken in response. 
After submitting their initial report, financial institutions must follow up by submitting a 
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"root cause and impact analysis" report to the MSA within 14 days of discovering the 
reportable incident. 

 
Holistic Perspectives on Enterprise Risk   Management 

 
Convergence of Risk Disciplines 

 
The International Standards Organization (ISO) defines Business Continuity 
Management (BCM) as a “holistic management process that identifies potential threats 
to an organization and the impacts to business operations those threats, if realized, 
might cause, and which provides a framework for building organizational resilience with 
the capability of an effective response that safeguards the interests of its key 
stakeholders, reputation, brand and value-creating activities.” 17

 

 
The Basel Committee on Banking Supervision defines operational risk as the risk of loss 
resulting from inadequate or failed processes, people and systems or from external 

events.18  Operational Risk Management (ORM) is commonly defined as a continual 
cyclic process which includes risk assessment, risk decision making, and implementation 
of risk controls, which results in acceptance, mitigation, or avoidance of risk. 

 
As an enterprise risk discipline at many financial institutions, BCM is part of an integrated 
risk management framework maintained by an ORM program. Other enterprise risk 
disciplines that are governed by an ORM framework include, but are not limited to, 
cyber/information security, data privacy, technology risk and vendor/third party risk. 
In turn, operational risk is part of a broader integrated risk management framework 
known as enterprise risk management (ERM), which includes strategic, market, liquidity 
and credit risks. The “ERM Wheel” figure below illustrates all risk types are interrelated 
and that some central risk types can impact those on 
the outer spokes of the wheel. For example, a 
geopolitical risk event might result in risks arising in 
market risk, credit risk, strategic risk, liquidity risk and 

operational risk.19
 

 
Due to the physical and non-physical nature of threats 
that can manifest into business disruptive events, 
ensuring the organization has an enterprise view and 
holistic understanding of risk types is a fundamental 
step towards enhancing incident response and 
continuity planning processes. 
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Need to Streamline Stovepipe Approaches for Risk and Incident 

Management 
 

Many organizations, particularly large global ones with highly decentralized operating 
models, continue to operate their risk and incident management functions in a stove pipe 
manner (e.g., business continuity, compliance, information security, privacy, technology 
infrastructure, physical security and third party risk). 

 
Oftentimes, these organizations have separate definitions for business impact and/or 
inherent risk, separate risk assessment processes, separate command centers with 
varying monitoring and escalation protocols, and separate inventories of business 
processes, systems, third party dependencies and locations. 

 
Stovepipe approaches typically result in costly operational inefficiencies, lack of a 
consolidated view of the real threats and risks, and poor response to incidents that are 
not catastrophic but still disrupt and materially impact the organization. 

 
BCM is well positioned to help bring disparate incident monitoring and management 
processes (e.g., technology, facilities management, physical security and corporate 
communications / media relations). There are many leverage opportunities for BCM and 
ORM programs such as use of common taxonomies (e.g. business processes, systems, 
organizations, risk and threat types) and information sharing of business disruptive 
incident loss data and output from analysis and assessment efforts. 20

 

 
BCM with the support of ERM and ORM risk disciplines should partner with key incident 
management, systems and data stakeholders to streamline stovepipe approaches 
through the adoption of common terminology, processes and tools, as appropriate. 
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Illustrative Example of a Threat Event Taxonomy 
 

Establishing standard definitions and obtaining consensus to adopt them across the 
enterprise is a critical success factor when implementing new or enhancing existing 
frameworks. The following illustration of threat event types follows an “all hazards” 
approach which begins at the highest level and branches out into the next logical sub- 
type. 

 
 

In the illustration below, of the prior threat sub-types, External Cyber Events, further 
branches out into its logical sub-types, each of which may follow varying incident 
monitoring, reporting, impact assessment and response protocols. 

 
 

Threat 

External Internal 

Human 
Events 

Natural 
Events 

Cyber 
Events 

Proximity 
Events 

Utility 
Events 

Sovereign 
Events 

Human 
Events 

Cyber 
Events 

External Cyber 
Events 

Malware Denial of Service (DoS) Compromise of 
Customer Touchpoints 

Phishing Backscatter Point of Sale 
(PoS) Readers 

Worm Outbreak Distributed DoS Online Banking 
PCs 

Zero-Day Exploit DNS Subversion ATMs

Trojan Horse 
Keystroke 

Loggers 
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While each physical and non-physical threat type may have different incident monitoring, 
reporting, impact assessment and response protocols, it is essential each of them has a 
linkage to an overarching enterprise incident management process that is ideally 
supported by a common emergency notification system. 

 
Enhancement Opportunities for Incident Response and 

Continuity Planning 

Role Based Communications by Event Type and Severity 
 

“Need to Know” vs. “FYI” vs. “Needed to Work the Problem” 

 
Many existing event frameworks have established teams which are hierarchically 
structured (i.e., the more severe the event, the more senior the team to notify for 
escalation). Despite the intent of maintaining effective and efficient communications, 
oftentimes there are unintended consequences. Incidents that are either not monitored 
properly or communicated timely to those who “need to know” may expose the 
organization to reputational or other risks. In their zeal to be “kept in the loop” people in 
an organization can be overly subscribed to many notification alerts, which in turn simply 
get pushed to others as an “FYI.” Furthermore, individuals or teams directly involved with 
incident response/triage to “work the problem” are often bombarded for status updates 
by others who “need to know” which distracts them from the task at hand and delaying 
resolution. 

 
Proposed Way Forward 

 
Establish clear communication protocols that map to the role of an individual or team for 
a particular event type (e.g., specific system, business process, third party service, etc.). 
Limit the number of “FYI” communicators, inform those who truly “need to know” while 
allowing those “needed to work the problem” without unnecessary distractions. 

 
Integrate and Expand Scope of Incident Response and Continuity 
Plans 

 
Traditional Approach 

 
Typical business continuity (BC), disaster recovery (DR) and crisis management plans 
limit their focus on response and recovery to physical threats (e.g., natural disasters, 
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system outage, utility outage, transportation disruptions, building fire, workplace safety, 
terrorism, infectious disease). Technology and operational risk incidents (including 
cybersecurity, data breaches and third party service disruptions) are oftentimes viewed 
as part of “Business as Usual” and not within the scope of BC, DR and Crisis 
Management plans. 

 
Proposed Way Forward 

 
Update existing scenario planning assumptions to include non-physical disruptive threat 
types (e.g., internal system outage due to data corruption, externally hosted system 
outage, business process outsourcing provider service disruption, unexpected market 
closures, inter-company service disruptions). Align incident response and continuity 
planning with existing standard operating procedures. Obtain buy-in from key partners 
and stakeholders (i.e., risk management, technology, information security, physical 
security, corporate communications / media relations, law, compliance and businesses) 
with the value proposition to streamline and enhance existing methodologies and 
practices. 
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About Everbridge 

 
Everbridge provides a unified critical communication suite that helps clients be better 
prepared, make better decisions, and respond quickly and confidently during disruptive 
events. When an incident happens, whether it’s a natural disaster or an IT service 
outage, we automate communications to ensure that the right messages get to the right 
people at the right time. 

 
Widely recognized by analysts as the market leader, Everbridge solutions are trusted by 
clients in all major industries and government sectors to connect with over 50 million 
people around the world. 

 
 

THE ONLY END-TO-END PLATFORM 

 
 Planning: Everbridge is easy to set up, maintain, and organize, meaning that 

you’re always ready for a quick, coordinated response. Everbridge ensures that the 
right messages get to the right people - with the most advanced opt-in portal on the 
market, streamlined integration with internal and external data sources, and simple 
group and contact management. 

 
 Assessment: When trouble strikes, you need rich insight, presented simply - so 

you can quickly assess potential impact and make an informed decision to avoid 
loss. Everbridge offers the only solution on the market that meets these demanding 
requirements, with the most advanced interactive dashboard in the industry. 

 
 Response: In critical situations, ease-of-use can mean the difference between an 

effective response and a mistake that carries serious consequences. Everbridge is 
engineered to be simple to use under pressure, with a user interface that 
accelerates time-to-message and reduces the likelihood of errors. 

 
 Delivery: Even during large-scale disruptions, Everbridge stays on. The most 

advanced platform in the industry ensures that you reach your contacts - every 
time. And with worldwide coverage and capabilities, including globally local calling 
infrastructure and data storage, we’re ready to support you wherever your people 
are in the world. 

 
Visit www.everbridge.com to learn more. 


